
Chapter

Artificial Intelligence and
Blockchain: Debate around Legal
Challenges
Antonio Merchán Murillo

Abstract

The rapid technological change and its development have led to an era of technol-
ogy and applications that are leading us to transversal changes, based on the data that
feed the Internet. This change is taking place through the Internet of Things (IoT),
machine-to-machine (m2m) communications, robotics, big data, blockchain, and
artificial intelligence (AI). In this context, it can be seen how artificial intelligence and
blockchain are opening up, posing specific legal challenges to those imposed by tech-
nologies. Recent developments in AI are the result of increased processing power. The
emergence of new traceability and authentication as blockchain can allow recording
assets, participant transactions, which can provide valuable information on the origin
and history. These facts should lead to study and to make regulatory proposals and to
study the existing legal framework.
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1. Introduction

Recent discussions have revolved around the need to regulate the AI sphere itself
and set limits, to prevent the so-called artificial general intelligence from developing.
On the other hand, blockchain is becoming popular, and its continuous attempts to
implement it have curiously given confidence to the digital society of the future,
although it does pose serious challenges.

Although it must be kept in mind that artificial intelligence (AI) is going to pose
challenges in its application, we must not lose sight of the blockchain, which, although
it focuses on validation, permanence, and achieving higher levels of certainty, control,
and trust, is going to pose the challenge of acting together with AI; that is, blockchain
has the mission of generating trust, transparency, and acting as a mediator. So you are
going to have the challenge of making it possible for AIs to act and connect with each
other.

However, we cannot forget the commercialized cloud (computing) services either.
The cloud has become the perfect scenario for AI, and also for blockchain, since, for
the development of these applications, not only is a significant calculation capacity
necessary during learning
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2. Artificial intelligence: aspects to consider

AI-based systems can simply consist of software (e.g., voice assistants, image
analysis programs, search engines, voice and facial recognition systems), but AI can
also be embedded in devices hardware (e.g., advanced robots, self-driving cars,
drones, or Internet of Things applications).

AI is used daily, for example, to translate from one language to another, generate
subtitles in videos, or block unsolicited email (spam). Far from being science fiction,
AI is already part of our lives, in the use of a personal assistant to organize our
workday, in the movement in a self-driving vehicle or in the songs or restaurants
suggested by our phones.

AI is about developing systems capable of solving problems and performing tasks
by simulating intellectual processes. The AI can be taught to solve a problem, but it
can also study the problem and learn how to solve it itself without human interven-
tion. Different systems can achieve different levels of autonomy and can act indepen-
dently. In this sense, its operation and its results are unpredictable, since these systems
function as “black boxes” [1].

Today, there are various definitions of artificial intelligence [2]. However, none of
them has been universally accepted [3], a fact that leads us to the first challenge,
making a timeless, general, and at the same time, robust definition of AI, especially
when one thinks of AI and its normative regulation.

A certain issue cannot be regulated without establishing a solid definition of what
is regulated. Therefore, it is essential to establish a generally accepted definition of AI
that is common and flexible and does not hinder innovation, considering that AI is
becoming more and more sophisticated.

The principles enunciated by UNCITRAL when establishing in their Model Laws on
Electronic Commerce or on Electronic Signature the procedures and basic principles, as
well as fundamental, to facilitate the use of modern techniques can serve as a starting
point of communication, in order to record and communicate information in various
types of circumstances, such as: nondiscrimination, neutrality with respect to technical
means, and functional equivalence. These principles are widely recognized as funda-
mental elements of electronic commerce [4]. At the same time, they are reflected in the
enunciation of the requirements that electronic communications must meet.

In this way, a common European definition must be established [5], including the
definitions of its subcategories, considering the following characteristics:

a. the ability to acquire autonomy through sensors and/or through the exchange of
data with its environment (interconnectivity) and the analysis of the said data;

b. the ability to learn through experience and interaction;

c. the form of the physical support of the robot;

d. the ability to adapt their behavior and actions to the environment.

2.1 Debate of regulations

In our opinion, we must consider a series of methodological and substantive
questions regarding the regulation of technology in general and robotics and AI in
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particular. In the first place, it is worth asking whether sufficient arguments can be
identified to accommodate these new technologies and therefore justify a change in
the existing legal framework, that is, are existing laws sufficient to meet the regulatory
challenges of the technology, and if not, should some laws be adapted to include the
new technology, generally by making the language of the law more technology-
neutral or rather should they be sui generis laws? With the existing administrative
regulations, the lack of interoperability is guaranteed [6].

As we know, interoperability is a very important issue. When we talk about this, we
mean that the processes, technologies, and protocols required to ensure the integrity of
the data and the identity of the citizen, when they are transferred from one system to
another, must entail, by definition, a correct interconnection of the systems and data
exchange. However, this is not always carried out, let’s think about the right of access.

At the technical level, although standards abound, the lack of common basic
standards for some technologies must be highlighted. At the legal level, the laws that
prescribe a specific predominant technology are pointed out as factors that impede
progress, the difficulty of those responsible in understanding their respective frame-
works of mutual trust and even in the areas of liability and compensation [7]. An
example of the problem of interoperability is, and sometimes continues to be, the
situation that is present in Spain at a regional level and in the EU: State authorities
throughout Europe offer electronic access, focusing, above all, on the needs and
national media, which has generated a complex system with different solutions, which
has given rise to new obstacles to cross-border exchanges, which hamper the func-
tioning of the single market for companies and citizens.

Second, it is necessary to clarify the direct and indirect role that ethics can play in
the regulation of technology [8]. The impact of AI is cross-border. The EU is realizing
this, trying to regulate its sphere and establish limits. The debates point to 11 areas:
ethics, security, privacy, transparency, and accountability, work, education and
capacity development, inequality and inclusion, legislation, and regulation; gover-
nance and democracy, war, and superintelligence.

These debates are justified and should be taken into account. However, they are
part of a larger problem, related to the insufficient conception of artificial intelligence
that society has, which makes trust difficult, and to the current laws, which have not
yet recognized the specific characteristics of artificial intelligence [3]. In this way, the
need arises to analyze and deepen an ethical framework so that both citizens and
companies can trust the technology with which they interact, have a predictable legal
environment, and have the effective guarantee that they will protect themselves and
their fundamental rights and freedoms.

Let us think that technologies based on artificial intelligence influence aspects such
as health, safety, productivity, or leisure, and in the medium term, they will have a
great impact on energy, transport, education, and domestic activities. Regarding
education, it is essential to find new models and methodologies that integrate ethical
concerns in relation to the impact of artificial intelligence on humanity, especially in
everything related to security, freedom, privacy, integrity, and dignity; self-
determination and nondiscrimination, and the protection of personal data [9].

The complexity of AI entails the need to create an ethical and efficient framework,
for which the principle of transparency must be based on, which consists of the fact
that it must always be possible to justify any decision that has been adopted with the
help of artificial intelligence and that can have a significant impact on the life of one or
more people. On the other hand, it should always be possible to reduce the calcula-
tions of the AI system to a form understandable to humans.
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3. Blockchain

Blockchain is a distributed information processing technique on which different
treatments and business models can be implemented. The blockchain is a large data-
base that is distributed among various nodes that participate in the chain. This func-
tions as an immutable logbook that contains the complete history of all transactions
that have been executed on the network5. These nodes are connected in a
decentralized network, without a main computer, and they are networks called P2P
(network of peers, network between equals) that communicate with each other using
the same language that they transmit a message, called a token. The P2P network is a
computer network in which all or some aspects work without fixed clients or servers,
but rather a series of nodes that behave as equals to each other. They act simulta-
neously as clients and servers with respect to the other nodes of the network, allowing
the direct exchange of information in any format between the interconnected com-
puters. Usually, this type of networks is implemented as overlay networks built in the
application layer of public networks as in the case of the Internet. A token (symbol,
signal, or token) is a representation of the information that the network contains [10].
The information travels encrypted, due to this, it is distributed without revealing its
content, as the number of transactions grows, the chain of blocks grows, and each
block has its own digital footprint. Its scope is immense, and Ethereum could replace
basically any intermediary, substituting products and services that depend on third
parties to be totally decentralized.

3.1 Types

Depending on the permissions required to be part of a blockchain, three categories
can be distinguished:

A.Public:Where anyone can download the necessary programs on their computer and
set up a node and participate in the consensus process, anyone who is a party can
send transactions through the Internet, which will be included in the blockchain.

B. Federated or consortium: In this class, they do not allow anyone to configure a
node on their PC and participate in the transaction validation process since
access permission is needed, which is usually granted to members of a certain
group, for example: the group of financial entities.

C. Private: In these blockchains, the authorizations to carry out transactions are
conceived by private organizations that will determine the conditions under
which they will allow the reading of the transactions carried out.

3.2 Features

A. Immutable. Nobody can alter or delete the data in the registry or add new
content without any validation. When a transaction occurs, all nodes on the
network will have to say that it is valid, or it will not be added to the record.

B. Decentralization. There is no single person or governing authority that reviews
the framework.
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C.Origin: All nodes can verify the moment in which a certain asset has been
registered in the block chain, who was its first owner, and all the subsequent
changes of ownership that have occurred up to that moment.

D.Security. All registry data are strongly encrypted, using cryptography, which is
one of the most complex mathematical algorithms in existence.

E. Each block has a unique hash ID (fingerprint) and changing it is impossible.

F. To carry out a transaction in the blockchain, the use of public and private keys is
necessary.

G.Register distributed. Due to the nature of the technology, all nodes maintain the
registry and therefore, the computational power is distributed among them, and
the nodes act as verifiers.

H.Consensus. It is a determining factor. Without consensus, the system does not
work. For the information contained in a block to be considered valid, all
participants must agree. The network developer needs to implement some kind
of consensus algorithm.

I. Speed. It offers a faster result. For example, a transaction might take a few
minutes to complete.

4. Artificial intelligence and blockchain: the need for a joint study

Recent developments in AI are the result of increased processing power, improve-
ments in algorithms, and exponential growth in the volume and variety of digital data.
Many AI applications have begun to enter our daily lives, frommachine translations to
image recognition to music generation, and are increasingly being implemented in
industry, government, and commerce. Connected and autonomous vehicles and AI-
supported medical diagnostics are soon-to-be-common application areas.

Now, for the other to happen, there must be a communication between the
machines that must be validation and with a high level of certainty and control.
For this reason, we consider that joint action, if it is not obvious that it must take
place, will be important. In fact, it is an issue that is being debated more and more
globally.

In this context, a question of trust, transparency, reliability, speed, and effective-
ness in automatic electronic transactions arises.

The emergence of new traceability and authentication systems, such as blockchain,
can make it possible to record assets, transactions, and participants, which can pro-
vide valuable information about origin and history.

In this way, solutions based on blockchain can enable the rapid detection of
possible illicit or defective actions within the system itself, products to illicit markets.
In this way, it is evident that the deployment of digital technologies, such as
blockchain, is key to the development of AI.

In this context, Regulation (EU) 2018/1807 of the European Parliament and of the
Council, of November 14, 2018, regarding a framework for the free circulation of non-
personal data in the European Union, arises from the need to establish administrative
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cooperation, based on the review of the European Interoperability Framework;
however, with this standard we only intend to make you see that development is a
reality.

Now, it should be borne in mind that the current regulations have not yet recog-
nized the specific characteristics of the contracts that may arise, and neither
blockchain technology nor artificial intelligence, it is true that in the cloud environ-
ment (computing), things have been developed in UNCITRAL.

For example, in the absence of direct legal regulation of AI, article 12 of the United
Nations Convention on the Use of Electronic Communications in International Con-
tracts, which establishes that a person (either a natural or legal person) on whose
behalf a programmed computer was used should be responsible for any messages
generated by the machine. However, in the explanatory note, UNCITRAL makes it
clear that this article is an enabling provision and should not be misunderstood as
transforming an automated message system or a computer into a subject of rights and
duties. Electronic communications that are generated automatically by a computer or
messaging system without human intervention should be interpreted as “coming
from” the legal entity on behalf of which the computer or messaging system operates.
The issues relating to the subject of the action that could arise in this context must be
settled in accordance with rules outside the Convention, which returns us to the
previous point. In any case, in our opinion, it is of vital importance to establish a legal
framework, especially in an international context, in which its real applicability is
included [11].

To give security to the transaction to be carried out, blockchain arises, as a
decentralized technology, which entails some legal uncertainties, such as the legal
nature of blockchains and shared digital records, which includes problems of judicial
jurisdiction and applicable law; thus, each network node may be located in a different
place as there is no “central party” responsible for the digital registry, whose nation-
ality could serve for regulation.

As we say, as the Internet becomes part of everyday life, the need arises to study
the adaptation of private international law systems to the new demands [12]. For this
reason, our intention is to analyze, deepen the debate, and respond to the problems,
succinctly raised, in order to contribute, as far as possible, to give certainty to the
responsibility, due diligence, contracts on intelligence systems artificial, as well as the
condition of artificial intelligence and the attribution of its acts of legal significance
and the use of blockchain technology in the formation of smart contracts, to mention
some pertinent issues, as we say, from a private international law perspective.

4.1 The existing international law

The agreements attributing jurisdiction included in the underlying contract are
relevant to the extent that they are effective in accordance with the rules of our
private international law system (in principle, in accordance with the provisions of
Regulation 1215/2012 – Brussels Reg. I bis), which significantly restricts its operability
in transactions with consumers.

Aside from these transactions, it will be necessary to observe the eventual inci-
dence of special rules such as that of article 25.2 Brussels I bis Regulation with respect
to the written form in electronic contracting, presupposition of the effectiveness of
the agreements attributing jurisdiction. Likewise, the situations in which the special
jurisdiction of article 7.1 Regulation 1215/2012 becomes applicable must be observed,
and it may be controversial to what extent the automation of certain benefits

6

Blockchain



conditions the determination of the place of fulfillment of the obligation for the
purposes of that rule.

In relation to the applicable Law, we are going to bear in mind issues that have to
do with the meaning of the automated fulfillment of certain commitments and its
interaction with the underlying relationship between the parties. The basic criterion is
that the provisions of the Rome I Regulation (including its specific consumer protec-
tion regime and the application of rules transposing the Directives on consumers)
must be followed in principle in relation to the underlying transaction between the
parties, without ignoring that the application of certain provisions may be a source
of controversy—for example, its art. 14.2 and the specification in this framework of
the place of compliance—as well as that other regulatory instruments may also be
relevant.

For example, the origin criterion of the Directive on electronic commerce in
relation to the contractual aspects included in the coordinated scope of the Directive
when it is applicable. It will also be necessary to take into account the existence of
issues subject to autonomous connection, among others, the ability to contract and,
very especially, everything related to the applicable regime in terms of personal
data protection, in which it will be necessary to comply with the provisions in article 3
RGPD regarding the need to comply with its provisions in the situations included
within its scope of territorial application.

However, notwithstanding the foregoing, the evidentiary effectiveness to accredit
transactions or other circumstances within the framework of judicial proceedings will
in principle be determined, as a procedural matter, by the lex fori.

In the context of the EU, Regulation 910/2014, regarding electronic identification
and trust services for electronic transactions in the internal market and which repeals
Directive 1999/93/EC, is of particular relevance for these purposes.

4.2 Problems associated with AI, blockchain

All this in accordance with the principle of preexistence of existing law. Now, in
the underlying contractual relationship we are going to find cases in which the tech-
nology can be given a non-nationality, as we have seen before, and we may encounter
problems in the connection criteria, cross-border insolvencies that blockchain detects,
etc., are problems that, if not now, they will be over time, when artificial intelligence
advances and also companies evolve to the cloud.

Why?
The blockchain poses different risks because of the technology and the way of

operations: One of the main problems that will affect the blockchain is the inability to
control and stop its operation. In addition, the lack of control over the operation can
lead to the lack of responsibility of the company that manages the platform. Let us
think that, in its simplest form, blockchain is a decentralized technology or a distrib-
uted ledger in which transactions are recorded anonymously. This means that the
transaction ledger is simultaneously maintained on a network of unrelated computers
or servers.

Therefore, the allocation and attribution of risk and responsibility in relation to a
blockchain service that is not working properly will have to be carefully analyzed, not
only at the provider-customer level, but also around all the participants in the system.

It should be noted, regarding the process, that blockchain has the ability to cross-
jurisdictional boundaries since the nodes in a blockchain can be located anywhere in
the world.
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This can pose a series of complex problems that require careful consideration in
relation to citizen-State, company-State, company-company, citizen-company,
company-administration, citizen-Administration relations of the same State, and of
different ones. In this regard, it should be noted that, in a decentralized environment,
it may be difficult to identify the appropriate set of rules to apply. Estonia does.

And it does so by proposing electronic identity as a connection criterion, since it is
related to residence, in this case electronic [13], insofar as the need to link information
and its management, solely, with the person who issues it, becomes essential for
numerous different interactions: an organizational infrastructure (identity manage-
ment) and a technical infrastructure (identity management systems), to develop,
define, designate, manage, and specify authorization levels, assigning roles and iden-
tity attributes related to specific groups of people, such as company directors,
employees, or customers.

The evolution of technology is creating large electronic files, with it, large com-
mercial and state databases. A national identifier, contained in an identity card, allows
capturing information about a person, which is found in different databases, so that
they can be easily linked and analyzed through certain data analysis techniques. At the
same time, ID cards are also getting smarter. The generation of data also has the
potential to be offered in a medium where they can be directly processed. In this way,
files that can be crossed and structured, as well as transferred, are created. For this
reason, you have to pay special attention to any identity management system and see
who are where people are.

At its simplest level, each transaction could fall within the jurisdiction of the
location of each node in the network. With this, it should be noted that in an online
environment, authenticating the identity of the remote party is more important than
ever. It plays a key role in the fight against identity fraud and is also essential to
establish the necessary trust that facilitates any type of electronic transaction.

At this point, it should be taken into account that the relationship between Law
and IT goes beyond what has been seen so far [14]. That is why one of the main issues
that arise, with respect to cross-border services, is the security and confidentiality of
information transmitted over the Internet, which should lead us to guarantee the
protection of personal data that lead to the identification of its owner.

By this, we mean that the electronic identity is an identity that is made up of
information stored and transmitted to the different users of it. Let us think that the
identity is a fundamental element, which links the information to its owner, located in
some State, giving rise to its location, and therefore, to the effective and safe handling
of the specific data that enter the cloud.

We must keep in mind that all electronic identity schemes depend on two pro-
cesses: first, identity authentication and, later, identity verification. When authenti-
cated, the identity is registered in the system and can then be used for transactions.
Identity is verified at the time of each transaction, from within the cloud itself. From
the information registered at that moment, the identification information arises or
that will identify the person, as if it were the signature, which will be used, later, to
link an individual in an inseparable way.

We observe that within the cloud, there will be two elements that will come
together to facilitate the identity of the person who intends to access the cloud. These
two fundamental elements are the identity fixed to the individual and another fixed to
the transaction that is carried out [15]. The first will be the one that identifies the
parties and, therefore, will have a direct effect on the formation and enforceability of
the contract, thus determining its capacity to be contractually bound, by including
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elements such as the name of the legal person, its form legal, its registration number in
the registry (if applicable), its registered office or address of the business center,
together with the mention of its founding documents. The second would be the largest
body of transaction information, and it is continually updated, based on the trans-
actions you make in the cloud.

If the above is not enough, it will be necessary to assess the specific contract and
the specific links, of the said contract, with the different countries attending, as
indicated by the CJEU, in its Judgment of October 23, 2014, case C-305/13 , to the
“overall assessment of all the objective elements that characterize the contractual
relationship and assess the element or elements that, in his opinion, are more signifi-
cant” and “in the event that it is alleged that a contract has closer ties with a country”
other than the country whose law is designated by virtue of the presumption
established in said section, the national court must compare the ties between the
contract and the country whose law is designated by virtue of the presumption, on the
one hand, and between the contract and the other country in question, on the other.
The national judge must consider all the circumstances that concur, including the
existence of other contracts related to the contract in question [16].

In this way, issues related to identity management must be regulated by the
different legal systems that discipline the multiple activities of the specialized opera-
tors that carry out the identification tasks and the functional operators. In this con-
text, it must be considered that the eIDAS Regulation does not impose the creation of
national electronic identification schemes as such, but rather aims to guarantee their
interoperability by applying the principle of mutual recognition.

Let us think that the identity is a fundamental element, which links the informa-
tion to its owner, located in some State, giving rise to its location and, therefore, to the
effective and safe handling of the specific data that enter the cloud. We must keep in
mind that all electronic identity schemes depend on two processes: first, identity
authentication and, later, identity verification. When authenticated, the identity is
registered in the system and can then be used for transactions. Identity is verified at
the time of each transaction, from within the cloud itself. From the information
registered at that moment, the identification information arises or that will identify
the person, as if it were the signature, which will be used, later, to link an individual in
an inseparable way.

On the other hand, we could find ourselves in situations in which the parties
intervene in unequal conditions, the applicable laws on contracts usually establish that
the contract in question is a contract of adhesion. Service providers are often familiar
with a limited number of local laws, and especially local laws governing contracts and
the right to privacy. For that reason, they will proceed to choose an applicable law that
establishes the requirements related to the protection of information that the service
provider in question can or is willing to comply with, which offers rules for the
elaboration of contracts that are predictable and acceptable to their purposes.

These issues may force the client company to assume certain responsibilities
toward its end users in relation to the determination of the applicable type Law, which
may be abusive.

Given this, as indicated by the Judgment of the CJEU, dated July 28, 2018, case C-
191/15, when appreciating the abusive nature of a certain contractual clause in the
framework of an action for injunction, of article 6, section 2 , of the Rome I Regula-
tion, it turns out that the choice of the applicable law is made without prejudice to the
application of the mandatory provisions provided for by the law of the country in
which the consumers whose interests are defended by means of that action reside.
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Such provisions may include those transposing Directive 93/13, provided that they
guarantee a higher level of protection for the consumer. At this point, the main legal
risk that arises for the client company is not being able to fully assess the risks linked
to the contract, for example, ignorance of the weak points inherent in the technology
that is being used; missing or inadequate security features; economic risks linked to
the loss of data or breaches of the agreement, etc.

5. Conclusion

The need arises to analyze and deepen an adequate legal framework, so that both
citizens and companies can trust the technology with which they interact, have a
predictable legal environment, and have the effective guarantee that their rights will
be protected and freedom.

For this reason, we propose the need to review certain criteria to prevent liability
from being diluted with respect to the operations carried out by service providers, if
the criteria for the applicability of the legislation are not sufficiently clear.
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